STEP 12. 1. Choose ‘802.1X settings’ tab,
2. Tick ‘Specify authentication mode’

3. Choose ‘User Authentication’

4. Click ‘Save credentials’.

—
802.1X settings 1 802.11 settings |

A | |« IEpecify authentication mode:

Save credentials

1 User or computer authentication
Computer authentication
) <— 4 t
Uest authentication

[ ] Enable single sign on for this network 3

[user or computer authenticatior ~ |

(@) Perform immediately before user logon
Perform immediately after user logon

rMancirnurn delay (seconds) 10 =
Allowr additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

[ OK ] [ Cancel ]

STEP 13. 1. For ‘User name’ fill in your student email, eg:
XXXXXXXXXX@student.usm.my

2. Fill in your password.

3. Click ‘Ok’ to all

Windows Securi

Save credentials

Saving your credentials allows your computer to connect to the network
when you're not logged on (for example, to download updates).

‘ hooooooox@student.usm.my| ‘ 1

Password <+— 2

3—] ok || cancel |

STEP 15. Click ‘Close’ and attempt to access any website to
confirm your connection is successful.

SERVICE CHANNEL

KAUNTER WIFI
BANGUNAN D37, PPKT
OPERATIING HOURS

Monday - Thursday :
8.10am - 12.30pm
2.00pm -4.30pm
Friday : 8.10am - 12.00pm
2.45pm - 4.30pm

Pusat Pengetahuan Komunikasi & Teknologi
Universiti Sains Malaysia
Tel: 604-6534400
Email : servisdesk@usm.my
Web : enovate.usm.my
Sistem Servisdesk : http: //servisdesk.usm.my

egn@vate

e PR aan, o & AT

STEP 1. Taskbar

STEP FOR CONFIGURATION
USMSecure FOR WINDOWS 7

STEP 2. Click ‘Open Network and Sharing Center’

STEP 3.

Control Panel Home

Manage wireless networks j}‘ x

Change adapter settings
PST1-PC Internet
Change advanced sharing (This computer)
settings
View your active networks Connect t

Mot connected

I:d:[.!] Connections are available

Wireless Metwork Connection
UsMSecure

UShMWireless

PZPUSER-PC

PTPM_HotSpot

COther Metwork

Open Metwork and Sharing Center

v |44 || Search Control Panel

View your basic network information and set up connections

¢ '

You are currently not connected to any networks.

Change your networking settings

ﬁ- Set up a new connection or network
<

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router
point.

00 Connact to a network
<
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Q% Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing se|




STEP 4. Click ‘Add’

!\(;;@ Ll » Control Panel » Network and Internet » Manage Wireless Networks H

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

Adapter properties  Profile types  Network and Sharing Center

STEP 5. Choose and click ‘Manually create a network profile’

@ . Manually conne

How do you want to add a network?

IGE Manually create a network profile

“=_ This creates a new network profile or locates an existing network and saves
a profile for the network on your computer. You need to know the network
name (SSID) and security key (if applicable).

,..:L Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection

STEP 6. 1. For ‘Network name’ fill in ‘USMSecure’,

2. ‘Security type’ choose ‘WPA2-Enterprise’,

3. ‘Encryption type’ choose ‘AES’, make sure that ‘Start this connec-
tion automatically’ is ticked

4. Click ‘Next’

Enter information for the wireless network you want to add

Network name: I USMSecure I<— 1
Security type: | WPA2-Enterprise T |: 2
Encryption type: IAES vl — 3
Security Key: ‘ Hide characters

Start this connection automatically

[] Connect even if the network is not broadcasting

Warning: If you select this option, your computer’s privacy might be at risk.

4 Next Cancel

STEP 7. Click ‘Change connection settings’

@ o Manually connect to a wireless network

Successfully added USMSecure

< Change connection settings
Open the connection properties so that I can change the settings.

STEP 8. 1. Choose ‘Security’ tab,

2. ‘Security type’ choose ‘WPA2-Enterprise type’
3. ‘Encryption type’ choose ‘AES’,

4. Click ‘Settings’

USMSecure Wireless Network Proy

| Connectionfl Security |€—— 1

Security type: JWPA2-Enterprise

Encryption type: hES

Choose a network authentication method:
[Microsoft: Protected EAP (PEAP) v || setiings | €— 4

Remember my credentials for this connection each
time I'm logged on

STEP 9. Untick for ‘Validate server certificate’ and click
‘Configure...’

Protected EAP Proj

When connecting:
I—Jvalidate server certificate

] Connect to these servers:

Trusted Root Certification authorities:
[} ~AddTrust External CA Root -

[ ] Baltimore CyberTrust Root |_|
[ ] class 3 Public Primary Certification Authority

[ ] DigiCert High Assurance EV Root CA

[[] Entrust.net Certification Authority (2048)

[[] Entrust.net Secure Server Certification Authority
[[] EqQuifax Secure Certificate Authority

=

< | e | >

| Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[ Secured password (EAP-MSCHAP v2)

v]I Configure... I

Enable Fast Reconnect

[[ ] Enforce Network Access Protection

[ ] Disconnect if server does not present cryptobinding TLV
[ ] Enable Identity Privacy [ - -

STEP 10. 1. Untick ‘Automatically use my Windows logon name
and password (and domain if any),
2. Click ‘Ok’ to all.......

Protected EAP Properties i

EAP MSCHAPV2 Properties <

When connecting:

D Automatically use my Windows logon name and & i
password (and domain if any). [

I OK I Cancel +“—2

| DigiCert High Assurance EV Root CA

"] Entrust.net Certification Authority (2048)

[["] Entrust.net Secure Server Certification Authority
] Equifax Secure Certificate Authority

(==

« [ 11 | >

Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[secured password (EAP-MSCHAP v2)

= ] Configure...

Enable Fast Reconnect

[ ] Enforce Network Access Protection

[ | Disconnect if server does not present cryptobinding TLV
[ ] Enable Identity Privacy |

2 _>I OK I [ Cancel ]

STEP 11. Click ‘Advanced settings’

USMSecure Wireless Network Properti

Sesiy

Security type: [WPAZ-Enterprise v ]

Encryption type: [AES 5 ]

Choose a network authentication method:

[Microsoft: Protected EAP (PEAP) v] Settings

Remember my credentials for this connection each
time I'm logged on

I Advanced settings




